Unified endpoint management
Management solutions for the modern digital workplace

Benefits
• Manage any application on any
device
• Prevent enterprise data loss at each
layer
• Conditional access
• CAC/PIV support and multi-factor
authentication
• Legacy and modern application
management support
• Cloud or on-premise options

As government agencies begin or continue
their digital transformation and technology
modernization journeys, they are searching
for ways to manage a plethora of as-aService, mobile and workplace applications,
evergreen operating system (OS) updates
and complex devices—all while simplifying
governance and policy management while
reducing costs. Modern applications sit
outside of the traditional agency network,
different devices have different release trains
and legacy applications still need to be
supported. Agencies are plagued by these
and other challenges while still needing
to ensure secure access to data and an
enhanced user experience.
In an effort to simplify end-user management,
agencies must first understand the
complexities and nuances of their digital
workplace before seeking a solution to help
navigate these challenges, reduce costs and
increase security.

Managing the modern workplace
Perspecta’s unified endpoint management
services allow you to focus on governance
and policy for the user and the data,
regardless of the OS or endpoint. Our
solutions:
• Deliver and manage any application on
any device at a lower cost than traditional
methods
• Integrate access control, multi-platform,
multi-OS endpoint management and
application management into one service
solution
• Integrate with your multi-factor
authentication Common Access Card/
Personal Identity Verification solutions
including derived credentials
• Support multiple device choices with ITdefined risk-addressed conditional access
policies and governance, including the
device compliance state

Government standards supported
• Federal Information Processing
Standard (FIPS) 140-2
• National Institute of Standards and
Technology (NIST) 800-53
• National Information Assurance
Partnership (NIAP) Commercial
Solutions for Classified (CSfC)
validation
• Criminal Justice Information
Services
• Defense Information Systems
Agency Impact (DISA) Level 2, 3
and 5
• Federal Risk and Authorization
Management Program (FedRAMP)
• Internal Revenue Service 1075
• International Traffic in Arms
Regulations
• NIST 800-171

• Optimize the user experience and
automate traditional on-boarding,
laptop and mobile device configuration
and deliver real-time application life
cycle management that bonds legacy
applications in the mobile and cloud age
• Provide intuitive single sign-on access
to mobile, web, windows and cloud
applications—including Office 365
applications
Our suite of advisory, migration and
management services help define your
strategy to ease migration and management
by identifying gaps and efficiencies,
maintaining business continuity and
enhancing user experience.
Built for government
Our solution is made for government
customers in mind, with features you can
count on:

Why Perspecta
Perspecta manages more than 450,000
devices across the federal and state and
locals governments, including laptops,
desktops as well as more than 72,000 mobile
devices. Through our more than 25 years of
experience managing workloads, we have
managed devices, applications, images and
users for defense and civilian government
agencies as well as managing 1.12 million
mailboxes across the U.S. public sector.
Perspecta has the advisory, architecture,
design, transformation and management
experience to ensure a successful migration.
We will adjust our pace as your needs dictate,
and when users need assistance, we have
more than 1,000 service desk agents at the
ready. Currently, our service centers receive
and resolve more than 7 million contacts
across all contact channels annually.
Next steps

• Protection policies: We safeguard data
even with unmanaged devices used by
employees or partners to access agency
work files

To get started, contact Perspecta and learn
how we can simplify your move to unified
endpoint management. Regardless of where
you are in your journey, Perspecta is here to
help.

• Application management: Both modern
and legacy

Learn more at perspecta.com

• Self-configuration: Options available for
laptops, smart phones and tablets
• Third-party integration: Supporting multifactor authentication, derived credentials,
single sign on and SCCM
Our partners
We partner with two premier leaders in
this space, VMware and Microsoft. Both
VMware’s Workspace ONE (formerly
Airwatch) and Microsoft Intune are leaders
in unified endpoint management and offer
our customers robust feature sets. They
both seamlessly integrate with SCCM and
third-party identity solutions. Additionally,
our vendor-agnostic philosophy allows us to
leverage additional partners based on your
requirements.
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